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Introducing the Fog Computing
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The CISCO definition

The Internet of Thing Architecture and Fog Computing

“Fog Computing is a highly

virtualized platform that provides Data Center, Cloud P P P
. o T R Network Management Applications

compute, storage, and networking .. A

services between end devices and b

traditional Cloud Computing Data — ==

Centers, typically, but not exclusively L. J % Field Area Network

located at the edge of network.” Distibuted 8

Intelligence: FOG
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Bonomi, F., Milito, R., Zhu, J., Addepalli, S.: Fog computing and its role in the internet of things. In: Proceedings of the First
Edition of the MCC Workshop on Mobile Cloud Computing. pp. 13—-16. MCC ’12 (2012)
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The OpenFog Consortium definition

A horizontal, system-level architecture that distributes
computing, storage, control and networking functions closer to the
users along a cloud-to-thing continuum
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OpenFog Consortium, OpenFog Reference Architecture for Fog Computing, February 2017
https://www.openfogconsortium.org/ra
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https://www.openfogconsortium.org/ra

Summarizing

Fog is not Edge
Fog works with the cloud

Fog extends the cloud and the cloud technologies can be adopted
(virtualization, containerization, orchestration)

Fog node is the elementary computational/storage/communication node
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Why Fog Computing
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Source: Mario Morales, IDC
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Why Fog Computing

SYSTEMS ENGIVEERING Business & Information Systems Engineering
... pp 1-5 | Cite as
= Fog Computing
— Complementing Cloud Computing to Facilitate Industry 4.0
. Authors Authors and affiliations
Industry 4.0 issues:
Christian Matt [~

» Heterogeneity
* Real time
« Security/privacy
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Why Fog Computing

>
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Data longevity Mobility

Bandwidth F )
Compute capacity o9 Number of devices

Fog Energy sensitivity

Latency
Reliable compute Edge Cost
Reliable connectivity Edge v

P. Varshney and Y. Simmhan , Demystifying Fog Computing: Characterizing Architectures,
Applications and Abstractions, IEEE 1st International Conference on Fog and Edge
Computing (ICFEC), 2017
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Fog Pillars

+ Trust « Localized - Resource + Flexible + Reliability + Tactical & + Fully cloud « Pregrammable
+ Afttestation command, visibility & « Cegnition + Availability strategic enabled SWiHW
« Privacy control & control & agility « Serviceability  decision making - Computaticnal - Virtualization &
processing + White box « Value ofdata + Datatowisdom & System multi-tenant
- Orchestration  decision making « Autonomy at - App Fluidity
& Analytics « Interop & Data all levels
- Avoidance of  normalization
network taxes

OpenFog Consortium, OpenFog Reference Architecture for Fog Computing, February 2017
https://www.openfogconsortium.org/ra
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https://www.openfogconsortium.org/ra

The OpenFog Consortium approach

Application Services

Application Support

Node Management (IB) & Software Backplane

Hardware Virtualization

OpenFog Node Management (OOB)

OpenFog Node Security - HW security

(RT, QoS, etc.)

Performance & Scale

Network Accelerators

TSN, TCC, Commes, ... FPGA, GPGPU, ... ComPUte Storage
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Machine Learning, Rules Engines, Cognition, etc.
IT Business & Cross Fog Applications

(ID, HW-RoT, Attestation, Authentication,

Authorization,...)
Data, Analytics & Control
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Security

Hardware Platform infrastructure
Classis, Mechanical, Power, Cooling, ...

Protocol Abstraction Layer (Legacy Protocol Bridge)
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Sensors, Actuators, & Control
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The relevance of data movement

Fog Computing is usually focused on placing the computation
near to where the data are produced:

« Privacy issues
« Reduced latency

What about also considering the opposite?

« To put the data to where they can be processed more
efficiently
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DITAS project

To simplify with an SDK the development of data-intensive
applications...

... proposing the concept of Virtual Data Containers ...

... that take care of data and computation movement in a Fog
Computing execution environment

Mattia Salnitri, Ph.D.




Virtual Data Container

For data providers

Virtual Data Container offers
to solve problems about
scalability and movement to
achieve a certain QoS level
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Virtual Data Container
embeds the logic to move
data and computation in the
Fog architecture

For data consumers

Virtual Data Container
offers an abstraction layer
hiding the complexity of the
edge




DITAS approach

Enhancing data management

— From the generation to the usage
also considering data utility

Ensuring Security/Privacy

— Data must be safe and used only
by people having the rights

Reducing Latency

— Request for data should be
satisfied in a limited time
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A Research Perspective on Fog Computing

David Bermbach!, Frank Pallas', David Garcia Pérez?, Pierluigi Plebani®, Maya
Anderson?, Ronen Kat?*, and Stefan Tai®

! Technische Universitit Berlin
Information Systems Engineering Research Group,
{db,fp,st}@ise.tu-berlin.de
2 Atos Spain SA
Atos Research & Innovation
david.garciaperez@atos.net
3 Politecnico di Milano
Dipartimento di Elettronica, Informazione e Bioingegneria
pierluigi.plebani@polimi.it
4 IBM Research Haifa
{mayaa,ronenkat}@il.ibm.com




The main objectives

Make easy the development of
data-intensive applications

— Providing data efficiently
— Consuming data easily

Make the resulting platform easy
to manage
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Design principles
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Design principles: Service Oriented Computing

Visibility
— VDC Blueprint
Abstraction
— Virtual Data Container
Policy and contract
Data utility
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Reference Model for Service Oriented
Architecture 1.0

OASIS Standard, 12 October 2006

Document identifier:
soa-rm

Location:
http://docs.oasis-open.org/soa-rm/v1.0/

Editors:
C. Matthew MacKenzie, Adobe Systems Incorporated, mattm@adobe.com
Ken Laskey, MITRE Corporation, klaskey@mitre.org
Francis McCabe, Fujitsu Laboratories of America Limited, frankmccabe@mac.com
Peter F Brown, peter@justbrown.net
Rebekah Metz, Booz Allen Hamilton, metz_rebekah@bah.com

Abstract:
This Reference Model for Service Oriented Architecture is an abstract framework for
understanding significant entities and relationships between them within a service-
oriented environment, and for the development of consistent standards or specifications
supporting that environment. It is based on unifying concepts of SOA and may be used
by architects developing specific service oriented architectures or in training and
explaining SOA.
A reference model is not directly tied to any standards, technologies or other concrete
implementation details. It does seek to provide a common semantm 1hat can be used
unambiguously across and between different implement: The relationship bet
the Reference Model and particular architectures, technologies and other aspects of SOA
is illustrated in Figure 1.

While service-orientation may be a popular concept found in a broad variety of
applications, this reference model focuses on the field of software architecture. The
concepts and relationships described may apply to other "service" environments;
however, this specification makes no attempt to completely account for use outside of the
software domain.




Design principles: Content Delivery Network

Data distribution

— One data provider more data consumers
Scalable infrastructure

— Number of consumers can unpredictably change
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